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ILLINOIS SUPREME COURT HOLDS BIOMETRIC INFORMATION PRIVACY ACT  

CLAIM ACCRUES WITH EACH CAPTURE OR DISSEMINATION 
 

On February 17, 2023, the Illinois Supreme Court held, in Cothron v. White Castle, 2023 IL 128004, that 
a separate claim accrues under the Biometric Information Privacy Act (“BIPA”) each time an entity captures, 
scans or disseminates, or transmits a person’s biometric identifier(s). The ruling ensures the vitality of BIPA and 
should result in greater compliance with BIPA. 

In Cothron, Defendant White Castle required its employees, including Plaintiff Latrina Cothron, to scan 
their fingerprints to access pay stubs and work computers. White Castle’s system captured and stored an initial 
fingerprint scan and compared subsequent scans to the stored scan to grant or deny access. Cothron, who never 
gave her consent to have her fingerprint captured or sent to the third-party, sued under sections 15(b) and 15(d) 
of BIPA.   

Section 15(b) provides that an entity may not “collect, capture … or otherwise obtain” a person’s biometric 
identifier unless it first informs the person and receives their consent. Section 15(d) provides that no entity “may 
disclose, redisclose, or otherwise disseminate” a biometric identifier “unless” the subject consents. White Castle 
argued that language in both sections referred to acts that occurred at single points in time. White Castle further 
argued that it violated BIPA just once—after its passage in 2008—and Cothron’s suit was untimely. Cothron 
argued that the language “first” in section 15(b) modified only the informing and consent requirements. She 
argued that section 15(d) prohibited every transmission made without prior consent. She thus argued her suit was 
timely for violations 5 years or fewer before the complaint. 

The Court agreed with Cothron. The Court disagreed with White Castle that collection and capture can 
only happen once. White Castle’s system, it reasoned, required collecting or capturing the new scan for 
comparison with the old. White Castle conceded that a BIPA claim accrued in 2008—and it still used the same 
system, necessitating the same violations. The Court also found a section 15(d) violation with every transmission 
to a third party, based on broad readings of “disclose” and “otherwise disseminate”. The Court rejected White 
Castle’s other arguments. While significant damages were available under BIPA, actual damages were awarded 
in the court’s discretion. This effectuated the General Assembly’s dual intent to set a strong deterrent, but also to 
only allow the damages merited in each case. Cothron followed just two weeks after Tims v. Black Horse Carriers, 
Inc., 2023 IL 127801, in which the Supreme Court rejected the argument that some BIPA claims should be subject 
to a one-year statute of limitations for defamation claims. Tims instead applied the “catchall” five-year statute of 
limitations in 735 ILCS 5/13-205 to all BIPA claims. 

Cothron will have strong and positive effects. A contrary ruling may have rendered BIPA meaningless. 
Employers, or at least those whose policies have not changed materially since 2008, could have simply erased all 
BIPA claims against them as untimely. BIPA itself could have largely disappeared. Cothron prevents this. 
Moreover, many private entities subject to BIPA are, like White Castle, nationwide employers who want 



  
nationwide policies. They may be tempted to disregard policies that do not apply in 49 of 50 states, and that 
disrupt uniformity. The people of Illinois, however, have decided that certain biometric identifiers should not be 
captured, regardless of an entity’s policy. The Court’s ruling will allow this and will give BIPA the actual deterrent 
effect that the General Assembly intended. 
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